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(URG) TIP SHEET

Provider Onboarding Tips and Best Practices 
Purpose 
This tip sheet offers a high-level summary of how onboarding and access works, as well as best practices to ensure access issues can be resolved easily and efficiently. 

Password Resets 
1. When first completing your confidentiality agreement, you will be asked for a PIN number. 
[image: Tip]Keep this PIN number somewhere so you have access to it. You will need it to reset your password. 
· Call the service desk at this number – 856-968-7166
· Tell them your PIN number
· They will reset your password
Cooper Access Issue Resolution
1. When troubleshooting access to Cooper systems, there are a few things to keep in mind:
· There are three common types of access issues:
i. You can not log into the network
ii. Your account has been deactivated due to not logging in for the last 90 days
iii. You have the wrong permissions within a system 
· Can Not Log In
i. There are multiple access points, and you need to know where the issue is in order to have the issue resolved. 
1. Epic – These icons are found in Citrix and Epic is the EHR system at Cooper, and this access is the second access point in the process and is separate from Citrix. 

2. Third Party Systems – These icons are found in Citrix are the third party systems you need access to in order to perform your job. This is the third access point in the process and is separate from Epic and Citrix. 
If you can not log into any one of these, a ticket must be opened with the service desk to resove it. Knowing which environment you can not access is essential. 


· Account Deactivated
i. If your account has been deactivated, a ticket needs to be opened with the service desk to have the account reenabled. 


· Wrong Permissions
i. If your permissions are wrong in Epic or your are missing a third party system or have the wrong permissions in a third party system, a ticket needs to be opened with the service desk to have the account updated.
1. [image: Try It Out Logo]2 things to remember when opening a ticket to resolve this:       
a. [image: Tip]You need to be specific with the service management team and in the ticket about which system you have permission issues with and a summary of what is wrong. 
b. Make sure to specify what role you need, and give the name of a person who has what you need. That will be really helpful
[image: Tip]
      Best Practices 
1. Password Changes 
· Remember and store your PIN in a safe place and store the IT service desk number on your phone so you can quickly and easily change your password. 
2. Logging into Citrix, Epic or Third-Party Systems
· Confirm which one you cannot log into and provide that detail to the IT service desk when opening a ticket. 
3. Prevent Account Deactivation 
· Set a reminder on your calendar to log into Citrix, Epic and Third-Party Systems once every 60 days. 
4. Permissions Fix
· Confirm details of what is wrong or missing, provide that detail to the IT service desk. 
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